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1. INTRODUCTION 

 

Reliable information storage has become one of the top priorities for business 

continuity these days, 77% of U.S companies have experienced data loss from 

magnetic tapes even with proper storage procedures (Cleversafe, 2006). Also, the 

increased growth of personal data also brings the problem to homes, personal 

media libraries and user generated content also demand backup storage solutions 

like those seen in expensive data centers, as human knowledge becomes digital, 

the threats that massive storage may face, now more than ever must be thoroughly 

analyzed and neutralized (or minimized) at the least. 

Backup systems face many challenges aside from obvious direct attacks: for 

instance, on long term storage, time itself, as pointed in (M. W. Storer, 2006), 

becomes an enemy, as not only compatible hardware which can successfully read 

legacy media quickly becomes scarce, but also advances in computing and 

mathematical tools that every day turn previous achievements in cryptography 

obsolete, put secure storage systems at severe risk. 

In particular, backup systems must deal with: 

 Slow attacks: Attackers have a longer time window to succeed, to deal with 

this kind of attacks, integrity and intrusion detection mechanisms may be 

deployed to help keep data secure. 

 Migration and recovery: Rather than anomalies, failures are facts. Storage 

technologies constantly evolve, and backup systems should be able to 

move along with these changes. 

 Locating data: Users may forget where their data is stored, and centralized 

indices may prove to become critical points of failure. Also, search 

mechanisms should request as few information from the user as possible in 

order to be effective over time. 

 Authentication: Backups must be available only for their legitimate owners.  

Various works written by some of the most notable people in the fields of 

cryptography and error correcting codes have been focused on greater availability, 

confidentiality and integrity of key components in information storage processes. 

Previous works such as (I. Clarke, 2001) and (S. Ghemawat, 2003), proposed very 

interesting elements for available and anonymous data replication. However, they 

did not combine all available elements such as secret sharing schemes, 

information dispersal algorithms and All-or-nothing cryptography into their systems. 



 

 

Peer-to-peer (P2P) networks offer interesting schemes to avoid bottlenecks in a 

networking system. Because of this, they have received widespread usage in data 

replication. Nevertheless, most P2P based backup systems to date do not focus on 

ease of usage, and require dedicated IT infrastructure, a key element which is not 

readily available in most residential settings. 

On this project we will undertake an empirical approach to devise a P2P protocol 

capable of staying up to date with all the challenges previously mentioned while 

discussing several cryptographic algorithms that lay the foundation for the actual 

storage and transmission mechanisms. 

The document proceeds with a theoretical view of the most notable information 

dispersal algorithms and secret sharing schemes in chapter 3; Mathematical 

background for these algorithms can be found in chapter 8. Once algorithms have 

been explained our proposed protocol is shown in chapter 4 and implementations 

for proposed algorithms are found in chapter 5. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

2. PROJECT GOALS 

 

The main goal of this work is to create a P2P protocol that can be used as the 

backbone of a reliable storage information system. This protocol will focus on 

integrity, confidentiality and availability on user data and must be compatible with 

secret sharing schemes and information dispersal algorithms that eliminate the 

inherent problem of single points of failure on backup systems. 

Specific goals for this project include: 

 Design the P2P protocol and test it against several known attacks. 

 Explain some of the most known information dispersal algorithms and secret 

sharing schemes and make comparisons among them. 

 Present all the guidelines needed to create a secure P2P system that uses 

the designed protocol. 

The information presented in this work is of great value to anyone interested in 

information dispersal algorithms, secret sharing schemes and cryptographic 

protocols, as well as those more interested on their implementation in high level 

languages. It has been written in easy terms with several examples to illustrate the 

algorithms beyond their mathematical formulation into real world working 

applications. 

 

 

 

 

 

 

 

 



 

 

3. TECHNICAL BACKGROUND 

3.1 INFORMATION DISPERSAL ALGORITHMS (IDAs) 

According to (Krawczyc, 1993) information dispersal’s goal is to split protected 

information among  active processors, in such way that data recovery is possible 

with at most  inactive processors at retrieval time. In this section several 

information dispersal algorithms will be explained and analyzed from a space 

efficiency and running times perspective.  

3.1.1 DATA REDUNDANCY SCHEME 

This scheme uses  identical copies of the data to be storaged,  it is imperative for 

 to be greater or equal to , where  is the number of failures that may occur in 

the system, this suffices for safe data retrieval in case byzantine failures are 

absent. To deal with byzantine failures it is required that , because  

byzantine failures can be detected and fixed in presence of correct copies of 

the original data through a consensus algorithm (Rueda, 2005).  

Space usage in this algorithm is given by the following expressions: 

Storage used in a given peer:  

Storage used throughout the system:  

To measure how protected a file is in this scheme we’ll use probability as a 

measure so, given a probability  denoting “probability of failure in the i-th peer”, 

the probability of not being able to reconstruct the original file would be given by 

, assuming every single node has the same  the expression could be 

written as . 

The explanation for these expressions is simple: To not be able to recover the file 

we need that every single peer in the system fails. We’ll cal this expression the 

probability failure function.                                                                                                                                                     

3.1.2 SIMPLE IDA (SIDA) 

This algorithm uses a smarter approach than the aforementioned, the name and 

explanation come from (Tytula, 2002) 

SIDA breaks the file into  pieces and distributes  to each of the  peer 

such that no peer gets the same  pieces1 

Mathematically speaking we could see each set of file pieces as  

having  then we can see that 

                                                             
1
 (Tytula, 2002; p. 6 to 7) 



 

 

. Using arithmetic it is easily proven that any  peers suffice for file 

reconstruction. Let’s say we have peers, the first provides  pieces and 

each one of the remaining  peers provide a piece not yet recovered so the 

number of pieces recovered is . 

This is why the original file can be reconstructed with  peers, in case there are 

more than  different peers available, select any  different peers. 

Example:  and  

 

Figure 1: SIMPLE IDA example 

Note that any combination of at least 2 peers can reconstruct the original file. 

Space usage of this algorithm is given by the following expressions 

Piece length: .  is the length of the original file.  

Storage used in a given peer: . 

Storage used throughout the system: . 

3.1.3 RABIN’S IDA 

Rabin’s IDA takes a file , of length   into  pieces , each of 

length  so that m pieces suffice for reconstructing . The sum of the lengths 

of |   (Rabin, 1989) 

For the sake of simplicity, the explanation of the algorithm will be done as in 

(Bestavros, 1990) this explanation uses computations in modulo  arithmetic, an 

implementation on  without using modulo  arithmetic is given on section 5, 

Implementation. 

Let  be the file to disperse that can be modeled as a sequence of integers in a 

given range  in our examples , let  be a 

prime number greater than any possible  as an example , and  so the 

range is , now we can see every  as a member of the field  (for a brief 



 

 

explanation about fields see section 8.1) this is done to avoid arithmetic precision 

errors during computations. In  addition and multiplication are performed in 

modulo  arithmetic. Hence   (since  7+12) 

and  (since  ). 

In order to split  we choose a set of  vectors each of length ,  and 

whose elements are in  in our case . Any subset of size  of these vectors 

must be linearly independent.  Once vectors are selected Matrix  is created as 

follows: 

 

Matrix  represents a transformation from an dimensional space to an 

dimensional space. To disperse  we map each sequence of  elements from 

 using transformation . 

 

Each element of the resulting sequence is distributed to a different site and kept 

there, thus for each  elements in the original file we are sending  elements 

thoroughout the different sites. 

Now suppose we want to reconstruct  from the previously dispersed pieces, we 

do this by reading any  pieces (if there are less file cannot be reconstructed), if 

there are more,  pieces will suffice. 

Let’s say we have pieces from sites  , let  be the array whose 

rows are  

 



 

 

Now, in order to reconstruct the first  elements of  we must collect the first 

element from every site and use the appropriate inverse transformation. 

 

Such inverse is guaranteed to exist since by hypothesis all subsets of  vectors in 

matrix  were linearly independent. 

According to what has been done with the previous algorithms, we will provide a 

table so they can be compared. In this explanation we used  as a parameter 

instead of , these two variables are related by  , therefore  so 

we can present the following results:  

Piece length: equal to storage used in a given peer. 

Storage used in a given peer: . 

Storage used throughout the system:   

Example using  

First to form matrix A we need to find 4 vectors of size 2, such that given any pair 

of these vectors is linearly independent 

 

We now apply transformation  to   

 

Then every peer receives the following 

PEER V1 V2 V3 V4 

1 1 3 5 7 

2 3 7 11 15 

3 5 11 0 6 



 

 

4 7 15 6 14 
Table 1: Rabin IDA, Dispersion table 

Now, assume we want to reconstruct the file using peers 1 and 3, the process 

would be as follows. 

We find ’s inverse 

 

Then we apply the inverse transformation 

 

Thus  

3.1.4 REED-SOLOMON CODES 

Reed-Solomon codes (RS-codes), are designed by oversampling a polynomial 

constructed from the data, the message to send is transformed into a polynomial 

and the codeword is defined by evaluating it at several points. We will talk about 

RS-codes as in (Dagnelies, 2007). RS-codes belong to the field of error correcting 

codes, they are used to send data over noisy channels; First we will explain the 

encoding and decoding process and then how they can be used to disperse 

information. 

A generalized Reed-Solomon code can be defined as follows: Let 

 be the locations where the generalized code is going to be 

evaluated, having  for all . Let  be the non-zero 

normalizing coefficients. Then, the  is defined as the set of 

codewords , Such that , and 

. 

A classic Reed-Solomon code is the same without the normalizing coefficients 

vector  that are called the actual generalization of the code. Codewords are 

generated by evaluating  at different  locations and they can also be 

represented by the following matrix 

 



 

 

 However it is more convenient to represent them using polynomials. Let 

 be the message to send. We can create the encoding 

polynomial  

 

Then we can evaluate it at all  locations to form the different codewords. 

Example: Consider we are operating under  (operations are equivalent 

modulo 11), we want to a Reed-Solomon Code  with  and  

evaluated over . Let  this yields the encoding polynomial 

, that evaluated over  produces the vector , since 

 

 

 

 

The polynomial looks like this when graphed 

 

Figure 2: Reed-Solomon encodyng polynomial example 

It is worth to mention that any subset of three correct codes when decoded returns 

the same encoding polynomial, now we will see a decoding algorithm developed in 

(Gao, 2003). 

The algorithm receives a vector  as input and returns as an output 

the decoding polynomial or failure in case values were not encoded properly. 

 Step 1: (Interpolation), Find the unique polynomial  of degree  

such that . 

0

2

4
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0 2 4 6 8 10

f(x)



 

 

 Step 2: (Partial gcd), Apply the extended Euclidean algorithm to 

 and . Stop when the remainder  has degree 

. At this time we have  

 Step 3: (Long division), Divide  by , say 

 

If  and  output  as the decoding polynomial 

otherwise output “failure” 

Source code to encode and decode information using RS-Codes can be found in 

the appendix section of (Dagnelies, 2007). 

We will find great coincidences between Rabin’s IDA and Reed-Solomon codes in 

fact Rabin’s IDA is a variant of Reed-Solomon codes, we will now see how to 

disperse information using Reed-Solomon codes as in (Planck, 2005) and then we 

will talk about Codes on Cauchy matrices.  

To disperse data via RS-Codes we consider data words as a column vector  

 

Next, we define a  distribution matrix , whose first  rows are the 

identity matrix, in this matrix every square sub matrix must be invertible. 

 

 

If we multiply  it creates a  column vector composed of  and  

(the coding words) 

 



 

 

Every data and codeword has a correspondent row in matrix , now suppose that 

nodes fail (in our case at most 2), we create a matrix  with the rows that 

managed to survive, leaving: 

 

Then we invert  and multiply it at both sides of the equation 

 

Since  we have 

 

Now we just need to multiply the survivor’s vector to decode , to improve 

performance arithmetic must be performed in  This version of the Reed-

Solomon  codes is known as standard, some improvements have been done to this 

variant to improve multiplication operations over . Major improvements were 

first proposed in (J. Blomer, 1995), these included the use of a Cauchy matrix and 

the use of projections to convert Galois Fields multiplications into XORs being the 

latter the most important one; this variant is known as the Cauchy Reed-Solomon 

codes and it is one of the most, if not the most popular implementation for 

information dispersal algorithms and it is used in projects such as Cleversafe 

dispersed storage project2. 

Here is how to proceed. Split data slices into  packets (  corresponds to the 

exponent of the field we are using  of size  and place them in column 

vectors of one bit each. Then create an  matrix by choosing  

and  such that each  and  are different elements from  

and  and setting element  to , such matrix is called a Cauchy 

matrix(J. Plank, 2006), then this matrix is transformed into a  binary 

                                                             
2
 See http://www.cleversafe.org/forums/index_html/dispersed-storage-users/607350257 for comments on  

cleversafe’s algorithm. 



 

 

distribution matrix using a projection3. In this new matrix addition corresponds to 

binary XORs and multiplications to binary ANDs, thus a coded packet is created by 

applying a binary XOR to all packets whose index is 1 in the coding matrix. 

Example(J. Plank, 2006): Assume we want to split a file and we have , 

, a Cauchy matrix created with  and , which yields the 

Cauchy matrix over   

 

And its corresponding binary distribution matrix 

 

If we wish to send the message , we convert the message to a 

binary vector format 

 

Now we compute  to add redundancy. Finally we send redundancy and 

original slices to other nodes. To reconstruct the original file proper inverse 

operations must be performed. As we did in previous sections here are some facts 

about the storage performance of the algorithm. 

Piece length: equal to storage used in a given peer. 

Storage used in a given peer: . 

Storage used throughout the system:   

3.1.5 ALGORITHMS ANALYSIS 

Besides having the usual metric of upper bounds for execution time, to compare 

these algorithms we are going to take a look at these metrics 

 Execution complexity in dispersal phase ECD, based on . 

 Execution complexity in reconstruction phase ECR, based on . 

 Storage used in a given peer SP, based on . 

 Capacity to fix a corrupt slice without reconstructing the whole file, we will 

cal this metric SSRC (Single slice recovery capable). 

                                                             
3
 For details about the projection read (J. Plank, 2006). 



 

 

Let  be the length of the file,  the number of copies to disperse,  the 

greatest number of fails that may occur in order to recover the file; then the 

information dispersal algorithms can be measured as follows 

Algorithm ECD ECR SP SSRC 

Data redundancy N/A N/A  N/A 

Simple IDA N/A N/A 
 

YES 

Rabin IDA   
 

NO 

Cauchy Reed-
Solomon 

  
 

NO 

Table 2: IDA's comparison table 

As Table 2 shows, every algorithm has its shortcomings. The first two have no 

processing overhead at all, but they create bigger file slices; on the other hand, the 

last two algorithms are space efficient but have complex running times, besides,  in 

order to repair a corrupted slice the file needs to be reconstructed completely, 

which makes Simple IDA a better choice to preserve data integrity over long 

periods of time, nevertheless by changing  and  parameters using the same 

storage a much better tolerance can be achieved with the last two algorithms. 

We cannot say that an algorithm is better than other this is why a choice has to be 

done according to how long information will be stored and how much computer 

power is available. 

To conclude this analysis it is important to mention the fact that even though Rabin 

IDA and Cauchy Reed-Solomon have the same complexity at reconstruction 

phase, Cauchy Reed-Solomon is faster by a constant factor but this factor is 

virtually nonexistent in  because multiplications in this particular field can be 

memorized using a  matrix. 

3.2 SECRET SHARING SCHEMES 

Imagine you have a secret that can only be revealed under special circumstances 
like a nuclear missile launch code, your restaurant’s exclusive sauce or a 
cryptographic key safeguarding your company’s know-how. You don’t want some 
insane general firing up a missile or a corrupt executive revealing your company’s 
secret information. This kind of problem is solved by sharing according to 
(Schneier, 1996) he states that secret sharing stands for mechanism that allow to 
take a message and divide it up into pieces. Each piece by itself means nothing, 
but put them together and the message appears. 
 



 

 

There are more complicated sharing schemes such as threshold schemes as 
defined by Shamir in (Shamir, 1979). A  threshold scheme is a scheme 

whose goal is to divide Data  into  pieces  in such a way that: 

 Knowledge of any  or more  pieces makes  easy computable. 

 Knowledge of any  or fewer pieces leaves  completely undetermined, 
where undetermined stands as “all values are equally likely”. 

 
(Subbiah, 2005) also defined threshold schemes as “Perfect Sharing Schemes”, 
through the rest of the document we will refer only to threshold schemes. Now we 
will take a look at several of them. 

3.2.1 XOR SCHEME 

The basic xor scheme consists of splitting the secret  in pieces of information , 

such that One way this could be implemented is by 

generating  random sequences of  length and then do the following 

 to find the last term. This scheme satisfies both conditions to be 

threshold scheme however  and  must be equal in order for this to work. 

 

 

 

Also in (Subbiah, 2005) a scheme using xor is proposed, this scheme was intend 

to be used for safe data storage. However, its space overhead is just too high to be 

used with large pieces of information, but it can be used to store secrets. Here is 

how it goes. 

Let  be the number of shares, where not more than  shares can be lost, not more 

than  shares be altered, and not more than  shares be leaked to other people. 

Then a  threshold scheme is proposed where each share is 

given to a distinct set of  servers, then different shares are arranged as a grid 

having  rows and  columns where servers in the same row hold the 

same share, secret sharing is done across rows. Thus  rows are 

required with each share assigned to a distinct row, knowing less than  

leaves the secret undetermined. 

Using the same  from and  the basic xor scheme the arrangement would be 

like this 

   

  

  

  



 

 

Table 3: Xor scheme example 

3.2.2 ASMUTH-BLOOM SCHEME 

This scheme is based on prime numbers (Asmuth & Bloom, 1983), for an  

threshold scheme. Let  be the secret to split, choose a prime  greater than . 

Now choose  numbers  such that 

  

  

  

Then choose a random number  to compute , finally the shadows  

can be computed as , see (Asmuth & Bloom, 1983) for details. 

3.2.3 KARNIN-GREENE-HELLMAN SCHEME 

This scheme uses matrix multiplication (E.D. Karnin, 1983), choose  m-

dimensional vectors  such that any  sub matrix has rank . The vector 

 is a row vector of dimension ,  is the matrix product , the shares are 

 where  is a number from 1 to n. See (E.D. Karnin, 1983) for details. 

3.2.4 SHAMIR’S SCHEME 

This scheme was proposed in (Shamir, 1979) (we will follow that explanation), It 

uses the fact that given  points in a 2-dimensional plane  with 

distinct s there is one and only one polynomial  such that  for all . 

Based on this to split data  we pick a random  degree polynomial 

 in which . Then we evaluate 

. Given any subset  of these values we can find the coefficients in , 

then we can evaluate  to reveal .  or fewer pieces don’t suffice for 

computing . 

As an example assume we want to split secret , in 5 parts ( , where 

any subset of 3 parts ( ) is sufficient to reveal the secret. 

First we choose two random numbers for our polynomial , hence 

our polynomial becomes , the next step is to evaluate 

this polynomial in five points to create the shares  

  

  

  

  

  
Now we can send each share holder one share. 



 

 

There are many methods to reconstruct the secret, here we will use Gauss-Jordan 

elimination (only initial and final steps will be shown) with shares as an 

example. 

First we arrange the values in a matrix representing our system of equations. 

 

Which is equivalent to 

 

 

Then we solve it 

 

In the previous example all matrix operations were performed in . In order to 

avoid floating arithmetic precision errors Shamir uses modular arithmetic, in 

Section 5 we will take a look at the performance of a Shamir’s scheme 

implementation operating in a  field. 

3.2.5 BLAKLEY’S SCHEME 

This Scheme is described in (Blakley, 1979) Instead of polynomials, this scheme 

uses the fact that “Two nonparallel lines in the same plane intersect at exactly one 

point. Three "nonparallel" planes in space intersect at exactly one point. More 

generally, any n n-dimensional hyper planes intersect at a specific 

point”(Wikipedia, Secret Sharing, 2007). Every share holder is given enough 

information to build an n-dimensional plane, the secret is the point in space where 

all those planes intersect. 



 

 

 

Figure 3: Blakley's Scheme, 2 shares are insufficient to reveal the secret
4 

 

Figure 4: Blakley’s Scheme, 3  planes in  intersect at a single point
5
 

The intersection of 2 planes in  gives a line as a result, every point in this line is 

equally likely to be the secret. Only when 3 planes are intersected the secret can 

be revealed. This scheme is less space efficient than Shamir’s. 

3.2.6 SECRET SHARING WITH CHEATERS 

There are several ways to cheat on a threshold scheme as mentioned in (Schneier, 

1996), now we will take a look at some of them 

 One or more of the shares are corrupted, this could be caused by an 

attacker or an error during transmission, the effect on schemes mentioned 

above is the recovery of a wrong secret and the lack of information which 

shares were corrupted. 

 Shares are made public at recovery time, an attacker could wait for all the 

others to reveal their share and reveal a corrupt version of his own, giving 

him exclusive access to the secret. 

                                                             
4
 Picture taken from http://en.wikipedia.org/wiki/Image:Secretsharing-2-line.png 

5
 Picture taken from http://en.wikipedia.org/wiki/Image:Secretsharing-3-point.png 



 

 

 An attacker reveals a shadow after he/she has heard all the others, now 

he/she not only knows the secret, but the legitimate share holders don’t 

know that the attacker isn’t part of the system. 

3.2.6.1 SIMPLE VERIFIABLE SECRET SHARING (SIMPLE VSS) 

This protocol fixes some failures that may occur during sharing and reconstruction 

phases in Shamir’s scheme (R. Gennaro, 1998). 

SHARING PHASE 

To create a  threshold scheme, first choose two random  degree 

polynomials  and , as in Shamir’s scheme the constant term in  will be 

the secret. Then give each player  his part of the secret  where 

, right after compute  for each player  and broadcast 

these values to all players (  could be seen as a one way hash function e.g. SHA-

1 ). When  arrives at  the player checks for its validity, in case the equation 

does not hold then a complaint must be broadcasted to the dealer. In case of a 

complaint the dealer re-broadcasts , if the dealer misses one of 

this steps then it is disqualified and the secret is labeled as not shared, otherwise 

the secret was successfully shared. 

RECONSTRUCTION PHASE 

Every player broadcasts their share , then take  shares for which 

C(  and interpolate the polynomials , then test if 

those two polynomials match all shares received in case they don’t the secret was 

not recovered, otherwise it was. 

3.2.7 SECRET SHARING SCHEMES ANALYSIS 

All schemes presented before are threshold schemes, however there are big 

differences in the mathematical properties that must be met in order to generate 

the secret shares, being the computationally less intensive those required by XOR, 

Shamir’s and Blakley’s  schemes. From these 3 remaining algorithms, XOR shares 

are the smallest of all followed by Shamir’s, but the lack of flexibility for parameters  

 in XOR scheme leaves Shamir’s scheme as the best candidate for actual use 

in a production system; In situations where computing power is reduced and where 

 is close to , XOR scheme is a better choice due to its speed. 

 

3.3 CRYPTOGRAPHIC PROTOCOLS 

3.3.1 GUIDELINES FOR SECURE CRYPTOGRAPHIC PROTOCOLS  

Designing a protocol is not an easy task, it involves thinking about many attack 

scenarios that are not always effectively modeled by formal methods. In order to 



 

 

create the protocol we followed the guidelines given in (M. Abadi, 1995), we outline 

the ones that will be used throughout the document 

 Every message should say what it means; its interpretation should depend 

only on its content. 

 The conditions for a message to be acted upon should be clearly set so that 

someone reviewing a design may see whether they are acceptable or not. 

 Be clear about why encryption is being done. Encryption is not holly cheap, 

and not asking precisely why it is being done can lead to redundancy. 

Encryption is not synonymous with security, and its improper use can lead   

to errors. 

 If timestamps are used as freshness guarantees by reference to absolute 

time, then the difference between local clocks at various machines must be 

much less than the allowable age of a message deemed to be valid. 

Furthermore, the time maintenance mechanism everywhere becomes part 

of the trusted computing base. 

These guides do not guarantee a secure protocol but are very helpful to avoid 

common errors, there exist several formal methods to help finding flaws such as 

(Tjaden, 1997) and those mentioned in (Meadows, 2003); however those methods 

won’t be discussed here, and were not used to create the protocol explained in 

section 4. 

3.3.2 All-OR-NOTHING ENCRYPTION (AON) 

First presented by Ron Rivest in (Rivest, 1997), it is a new mode for encryption 

block ciphers with the property that one must decrypt the entire cyphertext before 

one can determine even one message block. As a result we can use it to increase 

key strength without increasing the key size, and also protect privacy better in our 

distributed data slices. 

In a more formal way, AON is a bijection function  defined on a finite alphabet , 

mapping an input, say,  to an output, say, , 

where if at most  elements of the output  are known, then any  

value is unknown, but if all values  are known, then all values 

 can be found(Meira, 2007). Previous definition tells us that the 

transformation  used to map  to  must have the following properties: 

  must be reversible. 

 Both  and  must be easily computable (that is, computable in 

polynomial time). 

 It is computationally infeasible to compute any function of any of the 

 is missing. 



 

 

When these properties are met, we say  is an all-or-nothing transform(Rivest, 

1997). 

AON encryption was designed in order to make brute force attacks more difficult by 

a factor  (that is, number of ciphered blocks of the ciphered message), this comes 

from the fact that without AON, an attacker could use a brute force attack 

consisting in applying the whole key space over a single block of ciphered text to 

decode the entire message; Using AON the attacker needs to decode all blocks in 

the ciphertext, this is known as the strongly non-separable property of AONs, 

modes where the latter does not apply are known as separable. 

As a concrete example of how the non-separable property makes key size stronger 

without making keys longer. Assume Alice sends to Bob an 8 MB long file 

encrypted in AON mode with a 56-bit DES key. This means that in order to test a 

single candidate 56-bit key the attacker has to decrypt the whole file. Since the 

effort increased from decoding 64 bits to 8 MB which is approximately a million 

increase in the work-factor; since 1 million is approximately  the attacker feels is 

struggling against a 76-bit key. 

The all-or-nothing transforme (AONT) proposed by Rivest in his paper goes as 

follows 

, for all  

 

 , for all  

Where  is random key,  is a publically-known encryption key, the  

represents an encryption function for a block cipher where  is the encryption key 

and  the text to be encrypted. Not generating  randomly yields for a known 

message a known output, and reduces the work-factor expansion for brute force 

attacks. 

The inverse transformation is as follows: 

 

, for all  

As can be seen this transformation cannot be considered as an encryption process 

because no separate secret key is needed to reveal the original message. This 

scheme has several drawbacks, the first is that security factor uses the length of 

the message to increase security, this could rend short messages vulnerable; the 



 

 

second drawback not necessarily a security flaw is that it depends heavily on the 

function used for encryption , this also makes the scheme computationally 

secure instead of unconditionally secure which is the theoretical optimal(Boyko, 

1999)   

In order to make practical this scheme, all pieces of information must be 

transmitted in a very reliable way, since the lost or corruption of a single piece 

makes the original file irrecoverable, also must be widely available among 

distributed slices of information. 

3.3.3 ATTACKS ON CRYPTOGRAPHIC PROTOCOLS 

Information security has three core concepts: confidentiality, integrity and 

availability (Quiroga, 2006). 

 Confidentiality: Refers to keep resources hidden from those who do not 

have legal access to them. 

 Integrity: When speaking about data integrity this concept means that data 

cannot be changed without notice; the concept also applies to origin integrity 

or authentication, it means that messages or data coming from A, are 

indeed coming from A. 

 Availability: Have resources and data enabled for access to those who 

have the right to access them. 

Every threat to information security, attacks at least one of these concepts, threats 

include deception, unauthorized disclosure, modification, destruction and disruption 

of information. 

Popular attack techniques include6 

 Eavesdropping: Occurs when attackers listens to other’s network traffic, it 
is considered a passive attack because the attacker is not injecting network 
traffic. 

 Snooping: Snooping refers to any program or utility to monitor activity, in  a 

security context it is defined as the unauthorized access to someone’s data, 
certainly like eavesdropping but not limited to data transmission. 

 Modification Attacks: Refers to the unauthorized insertion, deletion or 
alteration of information that is intended to look genuine to the user. 

 Repudiation Attacks: This kind of attack involves refusing the authoring of 
something that happened. 

 Denial-of-service (DoS) Attack: Attacks intended to make a system 
unavailable for its intended users. 

 Distributed denial-of-service (DDoS) Attacks: Attacks in this category 
comprise DoS performed by multiple compromised systems. 

                                                             
6
 http://www.go4expert.com/forums/printthread.php?t=7685 



 

 

 Spoofing Attacks: Are those attacks where an attacker is able to 

impersonate a legitimate principal in a conversation. 
 Man-in-the-Middle Attacks: Refers to attacks where the attacker is able to 

reed, insert and modify data at will between to legitimate parties in a 
conversation. 

 Replay Attacks: In this kind of attack legitimate traffic is maliciously 
retransmitted or delayed. 

In a more abstract way attacks over cryptographic protocols can be categorized as 

in (C. Xu, 2000), in their work attacks are classified according to intruders’ 

objectives and the role they take during the attack, their taxonomy is as follows: 

 Authentication breach: The intruder is able to impersonate a legitimate 

participant in the protocol either a responder or an initiator. 

 Authentication breach + Secret retrieval: The intruder impersonates a 

legitimate receptor to retrieve a secret. 

 Authentication breach + Secret revival: The intruder impersonates a 

legitimate secret generator for secret revival. 

 Authentication breach + Secret injection: The intruder impersonates a 

legitimate secret generator to inject a secret of his/her own. 

 Message generation: The intruder generates a protocol run up to a point 

where the information he/she needs is generated. 

 Secret retrieval: The intruder retrieves a secret exchanged between two 

legitimate principals. 

 Session hijacking: After successful authentication between two principals 

and before secret exchange the intruder takes control of the protocol run. 

Another way to model threats over a system comes from Microsoft and it is called 

the STRIDE threat model7, in this model the system administrator or in our case 

the protocol designer must think like an attacker, STRIDE stands for 

 Spoofing 

 Tampering 

 Repudiation 

 Information disclosure 

 Denial of service 

 Elevation of privilege 

The main principle behind this model is that when you are thinking about threats 

you must ask questions such as, what happens if the attacker changes data? Or 

                                                             
7
Definition available at http://msdn2.microsoft.com/en-us/library/ms954176.aspx 



 

 

what happens if access is denied to the index server? So proper measures against 

these attacks can be taken. 

No matter which way is chosen to model threats, protocols must be designed with 

attacks in mind so they can work well in non typical situations. Attacks on 

confidentiality and integrity can be reduced to a minimum by means of encryption 

and cryptographic protocols; however, those involving availability are especially 

difficult to manage because the best and sometimes only choice is to use 

replication.  

 

3.4 DATA REPLICATION  

Data replication consists in distributing pieces of information we want to protect, 

called replicas among different storage sites. There are several motivations for this 

including 

 Improve performance by letting users access nearby replicas. 

 Enhance information availability by load balancing. 

 Make the system fault tolerant to failures in storage devices or intentional 

attacks. 

Data replication comes at a cost of increased storage space and communication 

overload. However these costs are eclipsed by having ways to restore data in case 

of a natural disaster or finding out if a replica was corrupted. As we have seen 

there are several algorithms for data replication, no matter how they are 

categorized, they all use some sort of data replication to keep replicas safe. Indeed 

data replication is the basis of every fault tolerant systems. A fault tolerant system 

is a system that can continue working correctly in the event of the failure of some 

of the components and services (Meira, 2007), these systems replicate 

components to use backup copies when needed.  

There are two replication models for fault tolerance  

 Passive or single-master: In this model there is only one writer which is 

called the master. When an update occurs it is propagated by the master to 

all replicas or slaves. An example of this model could be the DNS servers 

model where slave servers find up to date domain information by querying 

the zone’s master server regularly. 

 Active or multi-master: In this model all nodes have equivalent roles; this 

achieves a better availability but increases the system’s complexity by 

creating conflicts related to concurrency. An example of this model could be 

Lotus Notes that may handle simultaneous updates to a single document. 



 

 

Data replication models can still be divided into two categories 

 Pessimistic or traditional: This model is based on the consistency of a single 

copy this means peers coordinate access for reading and block access 

when an update is in progress; since all replicas agree on the same value 

this correctness criteria is known as single-copy serializability. This kind of 

behavior is seen in OLTP systems, where tables must be locked in order to 

preserve integrity in what is shown to the user. 

 Optimistic:  This model focuses on giving a better access to the data 

sacrificing some consistency in the process, users are allowed to update 

data without previous synchronization, this model hopes that eventually all 

replicas will converge to the current value which is known as eventual-

consistency. This is the kind of behavior present in CVS where users are 

allowed to update versions of file without previous synchronization, the 

system is smart enough to update properly when changes are not in conflict 

, when conflicts arise users must decide which are the proper changes to be 

committed. 

Another important choice in fault tolerant systems is how operations are transferred 

between sites so all sites produce the same replicas, how to schedule these 

operations to propagate changes and how do we guarantee that consistency is 

appropriated. Usually there are two models to transfer operations

 State transfer: This approach reads or writes the entire object. Consistency 

is maintained by sending the newest replica to all replicas. This model is 

slower since it transmits more information. 

 Operation transfer: This approach transmits the operations needed to 

achieve the latest replica so sites can alter their current replica until the 

latest is reached. This model is faster since it transmits less information. 

Operations can also be explained in syntactic or semantic manner. A syntactic 

manner where operations are expressed in terms of time and owner permissions, 

on the other hand semantic manner is based on the actual semantics of the 

operations.  

Finally it is also important for a fault tolerant system to choose if operations can be 

started by any site or if it needs to ask other sites for permission to start. The later 

is called push based model while the first is called pull based model. 

In (R.Jimenez, 2001) several replication systems are analyzed including 



 

 

 Read-One Write-All (ROWA): In this model read operations are only 

performed from the closest site to minimize network usage, all write 

operations are performed in all sites at the same time. 

 Read-One Write-All-Available (ROWAA): It is basically the same 

protocol as the latter but does not need that all nodes are available to 

perform a write operation. 

 Majority quorum: In this kind of system a majority quorum of sites takes 

a decision on behalf of the whole system. 

According to this work the best choice for availability, message overhead and read 

intensive operations are ROWA-type protocols; while majority quorums are better 

suited for write intensive operations.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

4. SIDP: SECURE INFORMATION DISPERSAL PROTOCOL 

This protocol is intended to be used in fault tolerant backup p2p systems on local 

area networks, its design process comprised all guidelines presented in sections 

3.3 and 3.4. 

According to distributed systems terminology, fault tolerant systems using this 

protocol will most likely be push-based syntactic state transfer systems; 

terminology about data replication does not apply since information is sliced via 

Information Dispersal Algorithms, and data consistency is achieved by self 

contained cryptographic computationally secure methods.  

The protocol minimizes the number of messages to keep it as simple as possible, 

regarding complex algorithm interaction to the off network components of the 

system for greater flexibility when including new algorithms. An example of this 

simplicity is that, complex operations like updates must be done by a set of 

primitive operations like deleting a file and then distributing it again.  

Protocol is divided into three kinds of messages, those involving how to locate 

peers, those involving key exchange and those involving data exchange; we will 

explain all messages, then a tentative storage data unit is proposed for different 

algorithms and protocols and finally we will do a security evaluation. 

4.1 PEER LOCATION MESSAGES. 

In order for peers to connect to each other, an index server holding peers 

addresses is needed. The index server address is set during setup. 

When a peer wants to register sends these to the index server. 

 P: Peer. 

 I: Index server. 

 V_P: P’s identification string. 

 IP: IP address where the Peer has the service running. 

 Port: TCP port where the Peer has the service running. 

 

Data type Value 

Short int IDP_MSG_REG_INIT 

Long Nonce 

String V_P 

String IP 

String Port 
Table 4: IDP_MSG_REG_INIT structure 

The index server responds 



 

 

Data type Value 

Short int IDP_MSG_REG_REPLY 

Long Nonce received in 
IDP_MSG_REG_INIT+1 

Byte Error 

Long Timestamp 
Table 5: IDP_MSG_REG_REPLY structure 

If there are no errors, Error is set to IDP_MSG_OK, and timestamp contains the 

time when this peer was registered, this time is used as in slave DNS servers 

update procedures. The entry in the index server needs to be refreshed every 10 

minutes. A peer receiving a nonce different than the one sent must take itself as a 

non registered peer. Nonces are used in virtually every message of this protocol to 

avoid replay attacks. 

Peers registered in the index server are retrieved by sending an 

IDP_MSG_PUP_INIIT message to the index server. 

Data type Value 

Short int IDP_MSG_PUP_INIT 

Long Time_added 

Long Nonce 
Table 6: IDP_MSG_PUP_INIT structure 

The Index server responds with all peers added to the database in a time greater 

or equal to Time_added provided, with an IDP_MSG_PUP_REPLY message. 

Data type Value 

Short int IDP_MSG_PUP_REPLY 

Long Last_time_added 

Long Nonce received in 
IDP_MSG_PUP_INIT+1 

String Peer_info 
Table 7: IDP_MSG_PUP_REPLY structure 

When the peer receives this message checks the nonce, then if the 

Last_time_added field in server’s answer is less than the Time_added field in the 

peer’s query, the process ends here (peer is up to date), otherwise Peer_info string 

must be tokenized according to this regular expression8: 

 

                                                             
8
 This regular expression is compatible with rules explained at 

http://java.sun.com/javase/6/docs/api/java/util/regex/Pattern.html 



 

 

If Peer_info does not match this expression then this message is considered 

invalid.  

Before a peer is able to use other peer as a storage location, it would be a good 

idea to know in advance that peer’s available disk space which can be found with 

the following message 

First the client sends a message 

Data type Value 

Short int IDP_MSG_PAD_INIT 

Long Nonce 
Table 8: IDP_MSG_PAD_INIT structure 

The other peer responds 

Data type Value 

Short int IDP_MSG_PAD_REPLY 

Short int Nonce received in 
IDP_MSG_PAD_INIT+1 

Long Available disk space 
Table 9: IDP_MSG_PAD_REPLY structure 

The nonce protects against denial of service attacks where an active attacker uses 

a previously legitimate message in order to return low available disk space, this 

kind of message will exclude this peer as a possible storage node. In a more 

sophisticated version the attacker could create a “black hole effect” where all file 

pieces are stored at a given node.  

 

4.2 KEY EXCHANGE MESSAGES. 

Several methods exist for key exchange for secure communication; this document 

describes modified versions from widely known protocols used in commercial 

applications. These two protocols have advantages and drawbacks, Diffie-Hellman 

in its most basic form is the easiest to deploy but renders the protocol insecure 

against Man in the middle attacks, on the other hand its Digital certificate variant is 

secure but demands a Digital Certificate for every possible peer in the network. On 

the other hand the trusted third party lies halfway between Diffie-Hellman variants. 

Both key exchange protocols must be supported to comply with the protocol. 

4.2.1 DIFFIE-HELLMAN BASED KEY EXCHANGE 

This is a simplified version of the protocol described in (T. Ylonen, 2006), this is 

actually the protocol used for the SSH transport layer key exchange. It goes as 

follows (Changes already included in the protocol): 



 

 

In this description we will use these names and operators 

 C: Client. 

 S: Server. 

 p: Big prime number. 

 g: Generator for the subgroup GF(p). 

 q: Order of the subgroup. 

 V_S: S’s identification string. 

 V_C: C’s identification string. 

 K_S: S’s public host key. 

 P_S: S’s private host key. 

 P_CA: Certification authority private (signing) key. 

 K_CA: Certification authority public (signing key pair) key. 

 ||:  Append operator. 

 

1. C generates a random number  and computes .  C 

sends  to S. 

2. S generates a random number  and computes .  S 

receives . Then it computes: 

  

  (All elements are encoded as Unicode 

strings). 

 , digital signature of h made with S’s private key. 

S sends  to C.  

3. C verifies that K_S is really the host key for S, using certificates or a local 

database. Even though C is allowed to accept K_S without any verification this 

makes the protocol vulnerable to man-in-the-middle attacks. To keep the 

protocol secure I propose the following strategy at deployment time: 

Insert the path in the file system to the network’s CA digital certificate at 

configuration time. This task must be performed by the network administrator so 

peers can obtain a valid certificate automatically. The certificate creation protocol 

goes as follows: 

The peer asking for the certificate sends this message to the Certification 

Authority. 

Data type Value 

Short int IDP_MSG_DCC_INIT 

String V_C 



 

 

String K_S 
Table 10: IDP_MSG_DCC_INIT structure 

The certification authority responds 

Data type Value 

Short int IDP_MSG_DCC_REPLY 

Byte Error 

String V_C 

String K_S 

String E{Hash(V_C||K_S)}P_CA 
Table 11: IDP_MSG_DCC_REPLY structure 

The client can verify the legitimacy of this certificate by computing 

Hash(V_C||K_S)} and comparing it to E{E{Hash(V_C||K_S)}P_CA}K_CA. Before 

issuing the new certificate, the certification authority must guarantee the 

uniqueness of V_C. 

No matter which authentication scheme is used, after the identity of S has been 

verified, C computes  with this value C can now compute 

 to verify the signature . 

The protocol is started by a message from the client containing the following:

Data type Value 

Short int IDP_MSG_KEXDH_INIT 

String V_C 

String E 
Table 12: IDP_MSG_KEXDH_INIT 

The server replies with the message 

Data type Value 

Short int IDP_MSG_KEXDH_REPLY 

String K_S, V_S and certificates (if any) 

String F 

String S 
Table 13: IDP_MSG_KEXDH_REPLY structure 

This key exchange protocols produces 2 values, the secret  and the hash , 

these are not the values used to create the secure channel, encryption keys are 

created as follows. 

 Initial IV client to server: hash(K || H || "A" ) 

 Initial IV server to client: hash(K || H || "B") 

 Encryption key client to server: hash(K || H || "C") 



 

 

 Encryption key server to client: hash(K || H || "D") 

 Integrity key client to server: hash(K || H || "E") 

 Integrity key server to client: hash(K || H || "F") 

Values for the encryption keys should be taken from the first  bytes in the output 

of the hash function. If the output of the hash function is shorter than the required 

key length then the following operation is performed 

K1 = Hash(K || H || X)   (X is e.g., "A") 

K2 = Hash(K || H || K1) 

K3 = Hash(K || H || K1 || K2) 

key = K1 || K2 || K3 || ... 

 

4.2.2 TRUSTED THIRD PARTY BASED KEY EXCHANGE 

Here we use principles from the Skype peer authentication scheme as described in 

(Berson, 2005). Skype protocol isn’t public so gaps had to be filled through 

standard cryptographic mechanisms.  

Skype uses public key cryptography in order to exchange keys securely. The 

system relies on a central authentication server holding a private RSA key which 

matching public key is hard coded in every Skype executable. This approach is not 

a good choice for our protocol because it would require a dedicated internet server, 

however using a local certification authority achieves the same results as in 

Skype’s without the dedicated server problem. If a local Certification Authority is 

chosen the certification creation protocol is used to provide every peer on the 

network with a valid certificate. 

After the peers have their digital certificates they can exchange a secret using the 

following messages: 

 A_C: A’s certificate. 

 B_C: B’s certificate. 

 K_A: A’s public key. 

 P_A: A’s private key. 

 K_B: B’s public key. 

 P_B: B’s private key. 

 SKa: secret key part provided by A. 

 SKb: secret key part provided by B. 

 SKab: Session key between A and B. 



 

 

 N: nonce 

Peer A sends to peer B 

Data type Value 

Short int IDP_MSG_KEXDC_INITDC 

String A_C 
Table 14: IDP_MSG_KEXDC_INITDC structure 

Peer B responds 

Data type Value 

Short int IDP_MSG_KEX_REPDCP 

String B_C 

String E{SKb||N}K_A 
Table 15: IDP_MSG_KEX_REPDCP structure 

Peer A responds 

Data type Value 

Short int IDP_MSG_KEX_REPDCP2 

String E{SKa||N}K_B 
Table 16: IDP_MSG_KEX_REPDCP2 structure 

In this protocol both nodes generate half of the session key, the session key SKab 

is formed by appending SKb to SKa. Nonce N protects against replay attacks. 

Digital certificates are verified as they arrive so is the nonce in message 3. 

 

4.3 DATA EXCHANGE MESSAGES.

 

This section describes the messages involved in data Exchange and file 

operations. All these messages assume key exchange has been completed 

successfully; this means peers share secrets to generate the keys used during the 

session. Before explaining interaction among peers we will proceed to conventions 

and the storage unit header the core of data exchange. 

CONVENTIONS 

 C: Client 

 S: Server 

 K_CS: Key used in C to S communication. 

 K_CS: Key used in S to C communication. 

 P_C: C’s private host key. 



 

 

 K_C: C’s public host key (P_C’s pair).

 P_S: S’s private host key. 

 K_S: S’s public host key (P_S’s pair). 

 sut: Storage unit. 

 All traffic going from C to S is encrypted using K_CS. 

 All traffic going from S to C is encrypted using K_SC. 

 Li: local identifier for a storage unit, local identifiers must be 160 bits in length. 

 

4.3.1 STORAGE UNIT HEADER 

This is the actual storage unit for all information in the system it has all the necessary 

information to identify a file’s owner, recognize if data has been corrupted and identify this 

piece’s original filename. 

Name Size (bits) Short description 

File Name (fn) 1024 Original filename. 

Creation date (cd) 64 Unix timestamp of this piece’s creation date. 

Salt (s) 64 A salt value for the payload size. 

Ownership test encryption 
key (otek) 

128 Encryption key used to encrypt the ownership 
test. 

Payload size (ps) 64 Size of the payload. 

Payload integrity check 
(pic) 

160 Payloads data integrity check. 

Payload encryption key 
(pek) 

128 Key used to encrypt the payload. 

Header Integrity check 
(hic) 

160 Integrity check of the entire header. 

Ownership test (ot) Cryptographic challenge to guarantee this file 
piece won’t be sent to anyone but the owner of 
this file piece. 

Payload (p) Payload 
size+Salt 

The actual data to be transmitted. 

Table 17: Storage data unit structure 

Name 

This is the name of the file this piece belongs to, it has to be written using the 

Unicode character set. 

Creation date  

This 64 bit value indicates the time the file was dispersed and this file piece 

created in the node’s local time. 

Salt 

This value has two main purposes 



 

 

 To create variable length payloads to avoid the matching of storage units 

and original files. 

 Make harder for an attacker to spoof a valid header. 

Ownership test encryption key  

This is the symmetric key used to encrypt the Ownership test field. 

Payload size  

This is the useful part of the payload in bytes. 

Payload integrity check 

This value is a hash of the payload field after it has been encrypted with the 

Payload encryption key. 

Payload encryption key  

This is the encryption key used to encrypt the payload field when a threshold 

scheme for secret sharing is not used.  

Header integrity check 

This field is a hash of the following fields:  File Name, Creation date, Salt,  

encryption key, Payload size, Payload integrity check, Payload encryption key, 

Ownership test (cleared with zeroes). 

Ownership test  

This field is a cryptographic challenge; the challenge consists of a digital signature 

generated by the node storing this piece of the file, encrypted with a symmetric key 

only known to the owner of the file. The exact process to generate this field is as 

follows. 

Header integrity check 

 Storage node’s public key 

Storage node’s private key 

Header’s ownership test encryption key 

 Ownership test 

Payload 



 

 

This field contains the actual data to be transmitted; the data in this field is 

encrypted using the payload encryption key.  Useful data in this field starts at index 

0 and goes until the byte payload size-1, the next Salt bytes are filled with random 

information. This is done to avoid matchings between file pieces and original files. 

Usage 

File pieces will be stored in non secure environments, that’s why the fields: Name, 

File Name, Creation date, Salt, Ownership test encryption key, Payload size, 

Payload integrity check, Payload encryption key and Header Integrity check are 

encrypted using a key generated from a secret only known to the piece’s owner; so 

the storage node gets as little information as possible from the file piece.  

 

4.3.2 INTERACTION EXPLAINED 

 

When a peer wishes to add a new file has to do the following. 

1. C creates the sut. C sends sut.hic to S.  

Data type Value 

Short int IDP_MSG_FPC1_INIT 

String sut.hic 
Table 18: IDP_MSG_FPC1_INIT structure 

2. S sends E{ sut.hic }P_S to C. 

Data type Value 

Short int IDP_MSG_FPC1_REPLY 

String E{E{ sut.hic }P_S}sut.otek 
Table 19: IDP_MSG_FPC1_REPLY structure 

3. C sets sut.ot =  E{E{ sut.hic }P_S}sut.otek. This is done after S’s digital 

signature has been verified. If the signature isn’t valid, error is set to 

IDP_MSG_FPC_IS otherwise error is set to IDP_MSG_OK. Then C sets 

sut.p = E{data}pek, finally C sends header and payload to S. 

Data type Value 

Short int IDP_MSG_FPC2_INIT 

Short int Error 

String Hash(sut) 

String Sut 
Table 20: IDP_MSG_FPC2_INIT structure 



 

 

4. After the file’s been sent, S checks the file transfer integrity using the hash 

sent by C. If it was successful Error is set to IDP_MSG_OK otherwise 

IDP_MSG_FPC2_TF 

Data type Value 

Short int IDP_MSG_FPC2_REPLY 

Short int Error 
Table 21: IDP_MSG_FPC2_REPLY structure 

Users need to list their files; the approach taken to solve this issue is not very 

common due to the lack of a central authority to manage permissions. Message 

exchange goes as follows (It has to be done from C to every S in the System). 

1. C asks all headers contained in S. 

Data type Value 

Short int IDP_MSG_FLP_INIT 

Long Nonce 
Table 22: IDP_MSG_FLP_INIT structure 

2. S responds with all its headers. 

Data type Value 

Short int IDP_MSG_FLP_REPLY 

Long Nonce received in 
IDP_MSG_FLP_INIT+1 

Long Number of headers to be sent 

String (sut + Li) of every file piece. 
Table 23: IDP_MSG_FLP_REPLY structure 

3. C takes and deciphers every header, when a header is deciphered the 

sut.hic field is only valid if it was created by the same encryption key used to 

decipher it. 

Once we know which headers we want to retrieve or delete we need to show 

ownership over that file piece, to do that the sut.ot field is used to ensure that the 

only user allowed to do file operations over a file piece is its legitimate owner. 

1. C wishes to authenticate as the owner of a file piece stored in S. C tests for 

the validity of header sent by verifying the sut.ot with K_S, if it’s not valid the 

message is not sent. 

Data type Value 

Short int IDP_MSG_OAP_INIT 

Long Timestamp 

Long Nonce 



 

 

String E{sut.ot}sut.otek^-1 

String sut.hic 

Byte Operation 

String Hexadecimal string of 
hash(Timestamp||Nonce|| 

E{sut.ot}sut.otek^-1) 

String Details 
Table 24: IDP_MSG_OAP_INIT structure 

2. S checks the timestamp if it is valid then, and checks the legitimacy of the 

hash if it is valid (Avoid probabilistic attack where the message is 

retransmitted with a random timestamp), S signs the sut.hic field 

(deciphered heather integrity check) if it matches E{sut.ot}sut.otek^-1 then 

this user is the legitimate owner. This means the operation is allowed. The 

value in operation may be one of the following. 

a. IDP_MSG_OAP_DOWNLOAD: This message tells S to send the 

payload to C. 

Data type Value 

Short int IDP_MSG_OAP_REPLY 

Long Nonce received in 
IDP_MSG_OAP_INIT+1 

Byte Operation 

String The storage header payload given in 
IDP_MSG_OAP_INIT.Details. 

Table 25: IDP_MSG_OAP_REPLY structure 

b. IDP_MSG_OAP_DELETE: This message tells S to delete the entire 

file piece. If successful error = IDP_MSG_OK, otherwise 

IDP_MSG_DP 

Data type Value 

Short int IDP_MSG_OAP_REPLY 

Long Nonce received in 
IDP_MSG_OAP_INIT+1 

Byte Operation 

String String representation of the error. 
Table 26: IDP_MSG_OAP_REPLY structure 

c. IDP_MSG_OAP_GETHASH: this message tells S to compute the 

hash of the encrypted payload and send it back to C. 

Data type Value 

Short int IDP_MSG_OAP_REPLY 

Long Nonce received in 



 

 

IDP_MSG_OAP_INIT+1 

Byte Operation 

String Hexadecimal string containing the hash 
of the encrypted payload, if data is not 

an hexadecimal number then it contains 
an error string 

 

4.4 STORAGE DATA UNITS FOR IMPLEMENTED ALGORITHMS 

In this section we describe the data units used to store information in every 

implemented algorithm. In this section we will assume data units associated to 

information dispersal algorithms are embedded within storage unit header’s 

payload field, while data units associated to secret shares will go in a file by 

themselves. Privacy of these data units is guaranteed by storage unit header’s 

encryption and threshold schemes where it applies. 

4.4.1 DATA REDUNDANCY SCHEME 

Name Size (bits) Short description 

FileSize 64 File size in bits 

Payload FileSize This field holds the file contents 

Table 27: Data redundancy scheme storage unit 

4.4.2 SIMPLE IDA 

Name Size (bits) Short description 

N 16 Total number of copies 

M 16 Copies needed to recover the file 

PieceSize 64 Size of every piece in bits 

NumPieces 16*(n-m+1) Which pieces are in this peer 

Payload PieceSize*NumPieces File parts 

Table 28: Simple IDA storage unit 

4.4.3 RABIN’S IDA 

Name Size (bits) Short description 

N 16 Total number of copies 

M 16 Copies needed to recover the file 

FileSize 64 Size of the original file 

VandermondeValue 16 Value that generated this element’s row in 

the Vandermonde matrix 

Payload FileSize/m File part 

Table 29: Rabin IDA storage unit 

4.4.4 XOR’S SCHEME 

Name Size (bits) Short description 

ShareSize 16 Size in bits of the share 

N FileSize Number of shares 

Payload ShareSize Share data 



 

 

Table 30: XOR scheme storage unit 

4.4.5 SHAMIR’S SCHEME 

Name Size (bits) Short description 

BitSize 16 Size in bits of the n,f(n) and r(n) fields 

K 16 Number of shares needed to recover the 

secret 

N 16 Total number of shares 

P BitSize Prime number to generate the field 

N BitSize Number used to evaluate the polynomial 

q(N) BitSize Result of evaluating the polynomial in N 

(share) 

Table 31: Shamir's scheme storage unit 

4.4.6 SIMPLIFIED VSS 

Name Size (bits) Short description 

BitSize 16 Size in bits of the n,f(n) and r(n) fields 

K 16 Number of shares needed to recover the 

secret 

N 16 Total number of shares 

P BitSize Prime number to generate the field 

N BitSize Number used to evaluate the polynomial 

f(N) BitSize Result of evaluating the polynomial in N 

r(N) BitSize Result of evaluating the polynomial in N 

Commitments 16 Number of commitments 

Ci 160*Commitments i-th commitment 

Table 32: Simplified VSS storage unit 

4.5 SECURITY EVALUATION 

All information exchange messages in the protocol were tested against replay and 

probabilistic race condition attacks, which are the most dangerous threats to our 

protocol once key exchange has been done successfully. Besides, by following the 

guidelines in section 3.3.1, every message definition was done explaining literally 

what each message means and why encryption and hashes were used; Also 

message headers include mechanisms guaranteeing that timestamps are an 

effective way to measure freshness during a conversation. 

The most vulnerable part of the protocol is the key exchange, where it could be 

vulnerable to Man in the middle attacks if a correct policy of digital certificates is 

not implemented properly, it is the local administrator’s responsibility to analyze his 

environment to set security at the required level. 

Another delicate issue concerning the protocol has to do with DoS attacks, 

intensive cryptographic operations are mostly done at the node where an actual 

user is sitting, like when an user wants to list his files, all encryption operations 



 

 

besides those of the secure communication channel are computed at a single 

node; which does not allow a multiplication effect on the system, however the 

IDP_MSG_OAP_GETHASH message is quite dangerous if not implemented 

properly, because it could cause a DoS if the file piece where we apply the hash is 

big and done repetitively. In order to make the protocol resilient to this kind of DoS 

attack, operations involving big file hashing should be cached and running services 

should lock files to avoid unauthorized file modifications. 

Integrity is not explicit in message headers, yet any inconsistency in nonces, 

timestamps or hashes aborts the actual conversation and returns the protocol to its 

initial state, this pessimistic approach is taken to keep the protocol simpler. 

File piece Anonymity is a very important feature in the protocol, not a very scalable 

feature though, it makes attacks more difficult, if there are many files on the 

system, to increase this anonymity the storage unit header contains a salt field 

which increases a file size to make data slices belonging to the same file 

unrecognizable, however this approach has a storage and communication 

overhead.  

4.5.1 STORAGE UNITS SECURITY 

We assume that any replica in the system can be easily compromised therefore we 

must create well defined criteria to consider a storage unit secure, our criteria 

consists of these properties 

 Data must be kept confidential: to do this the protocol uses encryption 

algorithms to protect not only data confidentiality but also ownership of 

every data slice. Moreover even if a storage unit’s payload key is 

compromised that key was only used to encrypt that particular payload, 

other slices are still confidential; scenario gets still worse for attackers is 

AON cryptography is used before encrypting the file. 

 Damaged or tampered data must be easily detected: every data slice has 

integrity checking that is very easy to test by the slice owner but 

computationally infeasible to fake for an attacker. 

 A backup is considered useless if it is not available when needed: every file 

within the system is replicated using Information Dispersal Algorithms that 

guarantee files availability up to a number of failures. 

 It must be possible to verify distributed shares for their integrity: when a peer 

within the system fails it is very easy for a file owner to check if one of 

his/her file pieces were lost or corrupted.  

 Key management must be seamless to the end user: Losing an encryption 

key is equivalent to data loss, thus, users must have an easy way to 

manage cryptographic keys, in our protocol a single user can access all his 



 

 

information with a single key without revealing plaintext-ciphered text pairs 

to attackers. This also presents side benefits like a user can access all 

his/her information from any peer connected to the system. Additionally 

users can split their keys via sharing schemes to achieve greatest 

availability. 

While designing the protocol all these desirable properties were added to make it 

easy to use for the non-technical end users. Basically the only piece of information 

needed to access a storage unit’s information is the key used to encrypt its header, 

in case this key is compromised all files where that key was used must be 

decrypted, reconstructed  and dispersed again while the old slices must be 

securely deleted. 

4.5.2 THREAT EVALUATION 

In this section some attacks on the protocol are presented so the reader can see 

why they are not successful, and why they motivated some choices during the 

design of the protocol, here Microsoft’s STRIDE model explained in section 3.3.3 

was used. Here are the proposed attacks 

 The attacker gets every file piece of all files, and then by looking at the sizes 

can match different pieces to a single file. This attack can be handled with 

the salt member of the unit storage header; the user can choose to fill the 

file with additional data so piece sizes will not match. 

 The attacker modifies a payload and/or header: The storage unit header 

contains the header integrity check (hic) and the payload integrity check 

(pic), these are both integrity checksums encrypted with the user’s secret 

key, so it is computationally infeasible for an attacker that does not own the 

key to change data without leaving proof of it. 

 The attacker sends a delete or download command to a file piece not 

belonging to him. In order for someone to make download, delete, and 

hashing operations a cryptographic ownership test has to be passed, this 

test involves a digital signature only seen by the file creator during the unit 

header computation process, unless a storage node’s private key is known 

and the user’s secret key is known, it is computationally infeasible for a third 

party to pass the test. 

 The attacker fakes the recording process and makes the user believe his file 

was stored when it wasn’t. This attack succeeds only if the secret session 

key used for communications is broken, otherwise it is computationally 

infeasible for an attacker calculate the hash of the plaintext having only the 

ciphered text. 



 

 

 The attacker gets the user’s passphrase. This kind of attack is most likely to 

succeed by social engineering than by computational methods, because in 

the protocol the user key never travels through the network. 

 The attacker gets a session key: If successful, the attack could create a 

Denial of service where all file pieces stored in a node seem to be lost, 

besides data traffic could be faked and a storage node could say that a file 

was saved when it was not. This kind of attack may occur during the first 

key exchange if parties are not authenticated using digital certificates. 

 The attacker deletes a file piece: According to the scheme used when the 

file was dispersed this still keeps the file available up to certain number of 

deletions. 

 The attacker splits a big file and then proceeds to ask many times the hash 

of the file pieces. In this case this kind of attack must be handled by the 

particular protocol implementation, in which case some sort of reliable hash 

cache must be implemented. 

 The attacker replays a previous legitimate message in order to impersonate 

a sender or a receiver. All messages involving queries or access to 

privileged data contain either nonces or timestamps that guarantee the 

newness of each message sent, according to the analysis the best chance 

to accomplish this kind of attack is by trying random nonces over race 

conditions. 

Even though this does not cover every possible attack it is a good way to handle 

most common threats in a real environment. 

 

 

 

 

 

 

 



 

 

5. IMPLEMENTATION 

5.1 IMPLEMENTATION DETAILS OF THE DIFFERENT IDA ALGORITHMS 

AND RIVEST’S ALL-OR-NOTHING TRANSFORMATION 

Big O notation is a good way to measure algorithms. However, not bringing 

constants into account when algorithms are implemented in a programming 

language can lead to awkward results in the final system. In this section we will 

show the implementation process of some of the algorithms explained in section 

3.1 and Rivest’s all-or-nothing transformation explained in section 3.3.2. Finally we 

will compare their running times over several file sizes. 

5.1.1 DATA REDUNDANCY SCHEME 

This scheme implementation is straightforward, since no algorithm is applied to the 

input data. The only critical concern in this algorithm is how disk reads and writes 

are performed; virtually all operating systems and programming languages have 

carefully crafted functions for efficient interaction with disks, features such as 

asynchronous disk access, these features can be used to increase data throughput 

between read and write operations and should be used not only in this algorithm 

but in all those involving numerous disk access operations. 

5.1.2 RABIN IDA 

The first important thing to decide in order to implement this IDA, is to decide which 

field we are going to use for arithmetic operations. In his original paper Rabin gives 

two choices 

 Use modulo p arithmetic. 

 Use  Galois fields. 

Both choices were implemented; First we will talk about the implementation using 

modular arithmetic. First we chose the prime , since it is the first prime 

greater than , this lead to the following problems 

 Modulus operations over integers are slow operations, and they had to be 

performed many times during the execution of the algorithm. 

 File slices were twice the size they should be, due to the addition of 

additional bits to represent . 

The first problem was solved using memorization, all operations were computed 

once and then the result was stored in a bi-dimensional array. The second problem 

was solved partially by using bitwise, but even using this file slices were  greater 

than they should be, in consequence we discarded modulo n arithmetic as the 

official implementation for this algorithm. 



 

 

The implementation using Galois Fields (see section 8.3 for mathematical 

background) has two versions; the first one uses the field  and arithmetic 

operations developed by Alejandro Sotelo. The second one uses the field  

and is a joint effort between Alejandro Sotelo and me, this new version uses 

memorization for multiplication and multiplicative inverses, also some bitwise 

operations were optimized. During tests, compared to the previous    

implementation an average time reduction of 53% in splitting time and 63% in 

reconstruction time was witnessed.  

For practical purposes when we refer to the Rabin IDA implementation in further 

sections, we will be talking about the  implementation. 

5.1.3 SIMPLE IDA 

Despite its name, several steps in this algorithm involve complex computations; in 

particular two steps are critical, create the dispersal matrix and reconstruct a file 

given parts from peers. 

Create a dispersal matrix indicating which file pieces go to which nodes, does not 

seem to be a problem at the beginning, after all the algorithm states that as long as 

combinations of pieces are different by at least one piece, the algorithm works. 

However, in practice the way this matrix is created has a huge impact at the 

reconstruction phase as shown by this example 

Assume we have a file consisting of 4 pieces and we need 2 peers to reconstruct 

the original file, now we want to reconstruct the original file using the following 2 

peers.  

 

The best that can be done here is take file piece 1 from peer 0 (counting from left 

to right), piece 2 from peer 0, piece 3 from peer 1 and piece 4 from peer 1, which 

gives a totoal of 5 pieces; on the other hand if we take pieces 1, 2 and 3 from node 

0 and piece 4 from node 1 we end up reading 6 pieces. This tells us that, given a 

set of peers and their correspondent file pieces, the number of pieces we must 

read from disk in order to reconstruct the original file changes according to the 

choices we make at reconstruction time. The problem can be solved by computing 

the following function 



 

 

 

Where  is the current file piece we want to put in the reconstructed file,  is a 

vector representing how many pieces have been read from the i-th peer,  is a 

matrix representing what file piece is in the j-th row of the i-th peer. Analyzing 

parameters  and , we realize that  can take up to  different 

combinations, therefore this function can only be computed for small  and . 

Dynamic programming techniques can help to make faster code. However, the 

function is combinatory; on the other hand greedy approaches such as: read the i-

th file piece from the peer the that has it in the lowest position of all, has an upper 

bound for the pieces read given by as long as pieces are stored in 

ascending order within a given peer. Another course of action is reading file pieces 

in a non-sequential mode; this certainly improves performance, but makes the 

algorithm’s performance heavily dependent on the underlying file system. 

In our implementation we used the non sequential mode approach, also greedy 

and dynamic programming methods were developed, but they did not have a 

significant effect on the algorithm’s overall performance.  What did have a 

substantial effect on the algorithm’s performance was the excess of information 

generated during the splitting phase, which turned this algorithm into the slowest of 

all implementations at this stage. Results at the reconstruction stage were better, 

this IDA ranked second, losing only to the data redundancy scheme 

implementation. 

 

5.1.4 RIVEST ALL-OR-NOTHING TRANSFORMATION (AONT) 

To implement this algorithm we used 128-bit AES as encryption function, even 

though it is not as fast as blowfish (Nadeem, 2005), it is implemented in many 

libraries and is considered secure enough to protect confidential U.S government 

data9. 

In the performed tests the algorithm did very well, being close in time to the data 

redundancy scheme and Simple IDA. However, results were disappointing in the 

inverse transformation phase when this algorithm was the slowest of all. The cause 

for this behavior comes from the fact that, in the implementation the file was read 

twice and encrypted twice, the first time to get the key used as a parameter and the 

other to invert the transformation. The results for this transformation are dependent 

on the cryptographic algorithm used. However, no matter which algorithm is used, 

                                                             
9
 Taken from http://csrc.nist.gov/groups/ST/toolkit/block_ciphers.html 



 

 

for big files the best case scenario for this algorithm is above twice the time of the 

data redundancy scheme, unless enough RAM memory is available to store the 

whole file and reduce read operations on disks. 

5.1.5 PERFORMANCE COMPARISON 

Once all algorithms were translated to the java language the scenario was set with 

4 files with sizes 2 KB, 3519 KB, 36878 KB and 549084 KB, in a Pentium 4 2.6 

Ghz HT processor, 1 GB 333 Mhz DDR RAM memory, Maxtor 7200 RPM SATA 

disk; the java version installed was JDK1.6.0 update 2. 

On the test all algorithms were set in such way that they would be able to withstand 

5 simultaneous failures, for Simple IDA and Rabin IDA parameters were  

and , Rivest AONT and Data redundancy implementations had to do 6 copies 

of the data.  

Figure 5 summarizes results for the transformation (splitting) phase; as it can be 

inferred from the graph, Rabin IDA performed much better than all other 

algorithms, even though it has a great computing overhead its space efficiency 

makes it the fastest, since less write operations are performed. The other three 

algorithms had similar performance, which shows that encryption operations were 

just 12% of the processing time of the transformation. The outcome of the test is 

extremely important because it tells that space efficiency is crucial for the running 

time of an algorithm at transformation stage. 

 

Figure 5: Transformation phase times for several algorithms 

The outcome of the inverse transformation (reconstruction) phase was completely 

different, in this case the Data redundancy scheme was the fastest; in contrast 

Rivest AONT was the slowest of all because the file had to be read twice. In 
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addition Rabin IDA was very slow compared to Simple IDA due to its processing 

overhead, as it can be seen in Figure 6.  These results support the fact that all 

algorithms read approximately the same amount of data from slices dispersed, in 

this case disk access is not a significant variable, while the processing overhead is, 

for that reason algorithms with more overhead are ranked last. 

 

Figure 6: Inverse transformation phase times for several algorithms 

After this experiment we can conclude that no algorithm is the best for every 

situation, when recovery time is the main concern the Data redundancy scheme is 

the best choice, but it is definitely not a good choice when the top priority is storage 

usage, since Rabin IDA achieves equal availability at a lower cost. 

5.2 IMPLEMENTATION DETAILS OF THE DIFFERENT SECRET SHARING 

SCHEMES 

Based on the analysis in section 3.2.7, XOR scheme and Shamir’s scheme were 

implemented. First we will explain how it was done and then both implementations 

will be compared.   

5.2.1 XOR SCHEME 

Implementation of this scheme had two stages; the first one consisted in the design 

of a random generator of big integers, once that random big integer generator was 

all set, the next step involved computing the xor of those generated random 

numbers in order to produce the secret. 

This scheme performed very well because, the generated random numbers need 

not be of a particular form, and therefore they are only generated once. This makes 

the algorithm perform faster than the others implemented. 
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5.2.2 SHAMIR SCHEME 

The first step for this algorithm is to find a big pseudo prime number, this was 

accomplished by generating random binary sequences and testing for their 

primality using the BigInteger.isProbablePrime method available in Java, 

this method is an implementation of the Miller-Rabin primality test which consists of 

the following steps, as explained in (Higgins): Let  be the number we want to test 

for primality. Let  be a random integer in  . Let  where  is 

an odd integer (the method is only works for odd primes), here is how to proceed: 

 if  then return “inconclusive”. 

 if there is an integer  in  such that . Then return 

“inconclusive” 

if none of the above steps returned inconclusive then return “n is composite”.  

As it is seen the result is probabilistic, and it can increase its accuracy by executing 

the algorithm several times, Rabin demonstrated in his original paper that if the test 

is applied to  different integers, where  is the number of iterations 

performed, the expected number of wrong answers is one. 

Once we have that prime number we must generate random non-zero coefficients 

for our polynomial and evaluate it in  to create the shares, shares are distributed 

as a pair of Big integers in the java language; this is the end of the share creation 

phase. 

In order to reconstruct the secret, enough shares are put together in a matrix so 

the polynomial interpolation in  can be performed; let  be a  matrix 

representing the secret where  represents the point where the i-th share was 

evaluated and  the image of that polynomial at point , also let  be a 

 matrix with the following form 

 

 

Now we can use Gauss-Jordan elimination to solve the matrix, all operations must 

be performed in modulo-n arithmetic, for an explanation on modular arithmetic see 

sections 8.1 and section 8.2 for an explanation of the Euclidean extended 

algorithm. 

During tests our implementation performed in hundreds of milliseconds for creation 

and reconstruction phases even for 256 bit secrets. Execution times varied widely 

due to the prime creation process which takes different number of iterations each 



 

 

time the software is executed; On the other hand the reconstruction phase is 

entirely deterministic, and times showed that operations using the BigInteger class 

are performed fast enough for production systems using this algorithm. 

5.2.3 PERFORMANCE COMPARISON 

Both algorithms generated and reconstructed their shares in less than one second 

for all 4 key sizes tested (64, 128, 192 and 256 bits), Shamir’s scheme was slower 

and showed more variable times due to repetitive random generations in some 

steps of its execution. However, it is a more versatile choice for production 

environments since it does not generate much processing overhead and is not as 

restricted as the xor scheme in the topic of threshold values. 

 

Figure 7: Creation and reconstruction of shares for several secret sharing schemes 

5.3 IMPLEMENTATION DETAILS OF THE COMMUNICATION PROTOCOL 

During this report SIDP was presented in terms of exchanged messages, even 

though the proof of concept application is not yet implemented, considerations 

involving a fast and reliable implementation are presented here: 

 States of the protocol must be very well defined in the application, this has a 

significant effect on the protocol’s security, since malformed message must 

be aborted without affecting the stability of the application. 

 Stream cipher algorithms should be used for session confidentiality since 

they are usually faster and make code usually more readable and 

straightforward because padding is not needed. 

 In case unsafe programming languages are used to implement the protocol, 

code must be strongly audited to prevent buffer overflows. 
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 Hashes from already hashed files must be kept in cache to avoid DoS 

attacks, where an attacker repeatedly asks for hashes of encrypted 

payloads belonging to him/her. 

Besides these considerations, usual recommendations such as code 

documentation and have a serious auditory process to guarantee security are also 

needed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

6. CONCLUSIONS 

Looking back on the developed work, it can be concluded that designing a 

cryptographic P2P protocol involves a lot more than simply knowing the theory. 

There are many problems involving aspects that are not addressed by formal 

methods, and must be considered very carefully in order to produce a protocol with 

all the desired features. 

This project joined several cryptographic techniques and created an environment 

where they could work together to make an efficient, secure and easy to implement 

backup system. Using the proposed cryptographic techniques, the following parts 

of the backup process were simplified: 

 Key management: The end user only needs to remember one key. Key 

availability can be increased by separating it into several shares of a secret. 

 Integrity checking: Data slice integrity can be guaranteed by querying the 

different nodes in the system. 

 Storage node location: The protocol includes messages that allow a 

program to find nodes suitable for storage. 

 Data retrieval: Copies can be automatically retrieved. 

 Transparent cryptography usage: To an end user, properly implemented 

systems look just like normal backups stored on disk. 

These properties aren’t necessary new, yet no P2P protocol analyzed including 

(Meira, 2007) and (J. Kubiatowicz, 2000), hides which pieces belong to which file 

without the use of some sort of information or routing directory. Our protocol 

structure is very simple very suitable even for homes and small networks which 

lack a dedicated administrator, even more it allows seamless integration of new 

algorithms because all processing is done in a single computer and the 

combination of several schemes during a single backup (AON+Rabin’s 

IDA+Shamir secret sharing scheme). 

Developed information dispersal algorithms had a good performance including the 
Rabin IDA C++ implementation had a data rate of 2.06 MB/sec for dispersion and 
3.4MB/sec for reconstruction, including reading and writing operations over the 
same hard drive in pc with the following technical specifications 
 

Part Description 

Hard drive Serial ATA-150 7200RPM 

Memory Kingston DDR2 1GB 667Mhz 

Processor AMD Athlon 64x2 dual core 4200+ 
Socket AM2 

Table 33: Test computer technical specifications 



 

 

This means that the information dispersal algorithms are not necessarily a 

bottleneck in the information distribution process, these times could be improved 

with a proper implementation of Cauchy Reed-Solomon codes that perform much 

better in the dispersal phase and better in the reconstruction phase. Moreover 

these algorithms don’t represent bottlenecks in broadband connections so the 

protocol could be used over the internet.  

Also the implementation of Shamir’s secret sharing scheme was able to generate 

128 bit secrets very fast using the extended Euclidean algorithm for finding 

multiplicative inverses modulo n; even though it was steadily slower than the XOR 

scheme implementation, the features provided by Shamir’s scheme overcome this 

fact and the extended processing time is unnoticeable for the final user. 

Even though the protocol has not been implemented yet; it should not have 

significant overhead compared to other encrypted file transfer protocols like SFTP, 

thus the protocol is very suitable for implementation. 

The inclusion of Rivest’s AON(Rivest, 1997), as a previous step to encryption and 

dispersal certainly helps to increase resistance to slow attacks on long term 

confidentiality at the cost of reducing throughput by a constant factor related to the 

encryption function used. Integrity can also be checked regularly to ensure 

replication parameter  does not go below dangerous levels. 

To conclude it is worth mentioning that what can be secure today may not be 

secure tomorrow, this protocol is able to handle flaws on the algorithms used to 

encrypt user’s data by reconstructing a file and redistribute it again encrypted with 

a secure algorithm at the time, but it would be rendered insecure in presence of an 

attack over the digital signature algorithms used to create some of the stored 

headers. 

 

 

 

 

 

 

 



 

 

7. FUTURE WORK 

As have been mentioned throughout this report especially in chapter 5, there are 

some designed and explained algorithms that were not implemented, due to time 

constraints. These all are part of future work, being the most significant the 

protocol itself. 

A more proactive way for safeguarding integrity is needed instead of a daemon 

always asking the current state of all file pieces belonging to a key, which leads to 

the problem of secure copy reconstructions, none of the mentioned space optimal 

algorithms (Rabin and RS-codes) is able to reconstruct a slice without 

reconstructing the whole file. 

With the advent of more advanced mathematical models the protocol could be 

tested mathematically to proof how secure it really is. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

8. MATHEMATICAL BACKGROUND 

8.1 MODULAR ARITHMETIC AND MODULAR LINEAR EQUATIONS 

We can think about modular arithmetic as usual arithmetic over integers except 
that if we are working modulo  then every result  is replaced by the element of 

 that is equivalent to , modulo  (T. Cormen, 2001). 
 

To define it more formally we will take a look at some abstract algebra structures 
found in (L. Jaisingh, 2004), this will not be an extensive source of information for 
abstract algebra, rather it just shows mathematical background for some choices 
made while implementing some algorithms. 
 
A non-empty set  on which a binary operation  is defined, is said to form a group 
if the following properties hold 

 Closure: for all  

 Existence of identity element: There exist a , such that 
, for all . 

 Associative law:  

 Existence of inverse: For each , there exists a unique element  

such that  
 
If a group  satisfies the commutative law ( for all ) then it 

is an abelian group. If a group satisfies that  then is a Finite group. 
 

Another important structure in abstract algebra are Rings. A non empty set  is 
said to form a ring with respect to the binary operations addition  and 

multiplication , for arbitrary , if the following properties hold. 

 Closure for addition and multiplication:  for all  

 Associative law of addition:  

 Commutative law of addition:  

 Existence of an additive identity (Zero): There exists  such that 
 

 Existence of additive inverses: There exists  such that  

 Associative law of multiplication:  

 Distributive laws: 
o  

o  
 
Finally we come to Fields. A non empty set  is said to form a field with respect to 
the binary operations addition  and multiplication , for arbitrary , if 
the following properties hold. 

 Closure for addition and multiplication:  for all  

 Associative law of addition:  

 Commutative law of addition:  



 

 

 Existence of an additive identity (Zero): There exists  such that 

 

 Existence of additive inverses: There exists  such that  

 Associative law of multiplication:  

 Commutative law of multiplication:  

 Existence of multiplicative identity: There exists and element 1 , such 

that  

 Existence of multiplicative inverse: There exists and element , such 

that  

 Distributive laws: 

o  
o  

Now that we have a few notions of Abstract algebra we can justify modular 
arithmetic in a more accurate way. We can form two finite abelian groups by 
redefining integer addition and multiplication by addition and multiplication modulo 

. 
 

 

 
 
These two groups will be called respectively additive group modulo  (  

and  multiplicative group modulo  (for a demonstration of why there are 
groups see (T. Cormen, 2001)). 
 
  

 0 1 2 3 4 5 

0 0 1 2 3 4 5 
1 1 2 3 4 5 0 
2 2 3 4 5 0 1 
3 3 4 5 0 1 2 
4 4 5 0 1 2 3 
5 5 0 1 2 3 4 

Table 34: Group Z6 addition table 

 1 5 

1 1 5 
5 5 1 

Table 35: Group Z6 multiplication table 

Table 34 and Table 35, present operation tables for  and  , both 

groups are finite abelian groups since: 

 Both groups have closure because all their elements are  elements. 

  is an identity element for  and  is an identity element , and 

 



 

 

 The associative and commutative law can be derived from operators in 

integer arithmetic. 

 In both groups all their elements have exactly one inverse. 

It is very important to note that the elements of  are the set of elements 

relatively prime to   ,  for all  in  
 

 0 1 2 3 4 5 

0 0 0 0 0 0 0 
1 0 1 2 3 4 5 
2 0 2 4 0 2 4 
3 0 3 0 3 0. 3 
4 0 4 2 0 4 2 
5 0 5 4 3 2 1 

Table 36: Multiplication table under modulo 6 arithmetic 

In this case this is not a group because several elements don’t have multiplicative 

inverse. Now we can add and multiply numbers using modular arithmetic, however 

to calculate inverses we don’t have a better approach than the brute force one. 

One thing that can be done is to operate over  with  prime, this turns our finite 

abelian group into a finite field (giving a lot more properties to our arithmetic), then 

by using the Extended Euclidean algorithm we can calculate multiplicative inverses 

in logarithmic time (Shoup, 2005), this algorithm is implemented in virtually every 

multi precision arithmetic library such as GMP10 or j2se BigInteger11 class and it 

will not be explained here. 

To solve linear equations we can use the Gauss-Jordan elimination method over 

. To speed up calculations they will be performed as follows (using integer 

arithmetic) (Shoup, 2005): 

 Addition:   

 Subtraction:  

 Multiplication:  

 Multiplicative inverse: Extended Euclidean algorithm. 

Calculations done this way perform much better than taking operations modulo , 

this is due to the fact that sum operations are way faster than division operations in 

computer processors. Virtually every multi precision arithmetic library implements 

                                                             
10

 The GNU MP Bignum library available at http://gmplib.org 
11

 Documentation available at http://java.sun.com/javase/6/docs/api/java/math/BigInteger.html 



 

 

these operations with better methods than actually divide the result; this advice 

was given in case the reader wanted to make a custom implementation. 

Since we are using these modular operations to avoid precision errors in 

polynomial interpolation methods, it is very important to make them as fast as 

possible with big numbers such as the ones used in Shamir’s secret sharing 

scheme. 

8.2 EXTENDED EUCLIDEAN ALGORITHM 

The extended Euclidean algorithm is an extension of the Euclidian algorithm that 

finds the greatest common divisor between two integer numbers, the algorithm is 

very general and can be used on integers and finite fields (See section 8.3). For 

simplicity, explanation will be given with integers and by the end of the section a 

pseudo code for finite fields will be shown. 

The algorithm uses the fact that if  and  are positive integers, there exist unique 

non negative integers  and  such that 

, where  

 is called the quotient and  is called the remainder. It works by decomposing 
every number in smaller and smaller subparts by means of divisions with quotient 
and remainder until a divisor of both numbers is found (Dagnelies, 2007), during 
explanation we will follow Dagnelies’ examples. 
Here is how to proceed 

 
 

 

 
Or shortly  
 
Example:  over the integers 

 

 
 

 
Hence  
 
This algorithm is known as the Euclidean algorithm, the extended Euclidean 
algorithm performs additional side computations to find the elements  and  that 
satisfy Bezout’s identity 

 
 
To compute  and  we have to take a look at the terms that define the Euclidean 
algorithm to realize that: 



 

 

 
 
Thus by induction  can be represented as a sum of multiples of  and . A 
practical way to do this is by calculating iteratively at each step of the basic 
Euclidean algorithm. 

 

as a consequence,  and  must be updated in this way 
 

With initial values  
 
Example  

     

0 654  1 0 
1 123 5 0 1 
2 39 3 1 -5 
3 6 6 -3 16 
4 3 2 19 -101 

Table 37: Extended Euclidean Algorithm Example 

 

The following C++ shows how to implement the Extended Euclidean Algorithm, in 
this function r[i-1] holds the greatest commond divisor and u[i-1]contains a’s 

inverse. Remember when working with integers that inverses only exist when both 
numbers relative primes. If the function is going to be used in a finite field 
operations should be properly converted and b’s value must be set to an 

irreducible polynomial in that field. 
 
int extendedEuclideanAlgorithm(int a, int b) 

{ 

 r[0] = a; //find inverse for this value 

 r[1] = b; //under this irreducible polynomial or prime 

 u[0] = 1;u[1] = 0; 

 v[0] = 0;v[1] = 1; 

 int i = 2; 

 while( r[i-1] > 1) 

 { 

     r[i] = r[i-2] % r[i-1]; 

     q[i-1] = r[i-2] / r[i-1]; 

     u[i] = u[i-2]-q[i-1]*u[i-1]; 

     v[i] = v[i-2]-q[i-1]*v[i-1]; 

     i = i + 1; 

 } 

 return u[i-1]; 

} 

8.3 GALOIS FIELDS 

In abstract algebra a Finite Field or Galois field is a field that contains only finitely 

many elements. There is a unique field of order  for every prime p and integer 

, up to isomorphism.(Wikipedia, Galois fields),  



 

 

Here are some important properties of finite fields (Jacobson, 1985): 

 The number of elements (order) of a finite field has the form , where  is a 

prime number (also known as characteristic) and  is an integer. 

 For every prime number  and an integer , there exists a finite field 

with  elements. 

 Any two fields with the same number of elements are isomorphic. 

Due to this properties we can denominate Galois fields by their order, in proper 

literature this fields can be referred as  or , where  stands for “Galois 

Field”. Along this document we will use   notation. 

Operations on these fields are different from integer arithmetic; we will now explain 

them paying special attention to operations on  or Rijndael’s Field, this field 

is used in the Rijndael’s Block cipher(J. Daemen, 1999) which is the current NIST’s 

(National Institute of Standards and Technology) certified Advanced Encryption 

Standard (AES)12;  is used as well for Rabin’s IDA to avoid information 

excess created by the use of modular arithmetic. We will now talk about operations 

on finite fields as explained in (NIST, 2001) 

A NOTE ABOUT INFORMATION REPRESENTATION 

Even though all Fields having the same number of elements are isomorphic, the 

way we represent them has an important effect in code complexity and execution 

times. For AES and Rabin’s IDA, information will be represented using bytes 

consisting of bits  is considered as a polynomial with coefficients 

 

 

For example the byte with decimal value (binary ) corresponds with 

polynomial  

 

ADDITION 

Addition in finite fields is performed by adding two polynomials together reducing 

the result modulo the field’s characteristic, this sum is performed in each of the 

coefficients of the two polynomials. In  sum is performed modulo  

Example:  in polynomial notation this operation would look like this 

(modulo operations have already been performed) 

                                                             
12

 See http://csrc.nist.gov/groups/ST/toolkit/block_ciphers.html for details regarding AES and other data 

encryption standards approved by NIST. 



 

 

 

If we look at this operation in binary format we see that 

 and , thus we can see addition in this field is 

equivalent to the exclusive or (XOR, denoted by ) at byte level. In a high level 

language such as C++ addition could be performed as follows (where parameters 

must be in ): 

unsigned int RabinIDA::addInGF256(unsigned int a, unsigned int b) 

{ 

   return a^b; 

} 

This is very convenient, because XOR forms an abelian group. As it satisfies 

closure, associative law, existence of neutral element, commutative law and 

existence of inverse elements which in this case every element is its own inverse 

therefore addition and subtraction are exactly the same operation. 

MULTIPLICATION 

Multiplication in finite fields is performed by multiplying two polynomials and then 

reducing the result modulo an irreducible polynomial. A polynomial is irreducible if 

its only divisors are one and itself. In  the irreducible polynomial called  

is given by 

 

Or its hexadecimal representation  

Example13:  

 

 

 

 

 

 

The result of multiplications in  is always a polynomial with degree less than 

8 , a more straightforward approach is explained in (Wikipedia, Finite Field 

Arithmetic) which is a modification of peasant’s algorithm, this is how it goes: 
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 Taken from (J. Daemen, 1999) page 5 



 

 

 Receive parameters a and b these two numbers are eight bit integers, and 
an eight-bit product p. set p=0. 

 Run the following loop eight times:  
1. If the low bit of b is set, exclusive or the product p by the value of a 
2. Keep track of whether the high (leftmost) bit of a is set to one 
3. Rotate a one bit to the left, discarding the high bit, and making the 

low bit have a value of zero (like in java’s <<< operator). 
4. If a's high bit had a value of one prior to this rotation, exclusive or a 

with the hexadecimal number 0x1b (27 in decimal). 0x1b corresponds 
to the irreducible polynomial x4 + x3 + x + 1. 

5. Rotate b one bit to the right, discarding the low bit, and making the 

high (leftmost) bit have a value of zero (java’s >>> operator). 
 Now result is in p. 

Here is the corresponding implementation in C++14, unsigned integers are way 
bigger than te values they contain this is why operator << and >> always add 
zeroes. 

unsigned int RabinIDA::mulInGF256(unsigned int a,unsigned int b) 

{  

   unsigned int p=0; 

   for(;b!=0;b>>=1) 

   { 

      p^=(a*(b&1)); 

 a=((a>>7)==1?((a<<1)^0x1B):(a<<1))&0xFF; 

   } 

   return p; 

} 

Now that we have multiplication it is time to find multiplicative inverses, the easiest 

approach is a brute force one. The brute force approach consists in iterate all 

elements in the field multiply that element against all other elements until the 

product equals 1. In the following code inverses are stored in invsInGF256 which is 

an array used to find inverses quickly instead of recomputing them every time 

they’re needed. 

void computeInverses() 

{ 

   for(int a=1; a<256; a++) 

   { 

      if(invsInGF256[a]==0) 

      { 

         for(int b=1; b<256; b++) 

    { 

       if (mulsInGF256[a][b]==1) 

            { 

          invsInGF256[a]=b; 

     invsInGF256[b]=a; 
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 Adapted from Alejandro Sotelo’s java implementation. 



 

 

       } 

    } 

      } 

   } 

} 

The reader should be wondering, if we have addition, multiplication, multiplicative 

inverses in modulo prime arithmetic, why do we need to work in another field? The 

answer is simple; it is because we have all those properties without adding 

“information excess” to the original data. Think about modular arithmetic modulo 

255, we can represent it using a byte data type in any imperative programming 

language but 255 is not prime, this means in order to have a field having values 

[0,1,…,255] we need a prime number greater than 255, fortunately 257 is prime 

and is close to 255, however to represent an element in our field we need 9 bits 

instead of 8, this certainly doesn’t sound like the end of the world, but in our 

context we are using operations to safely distribute a file over a network, then any 

overhead as small as it may be could mean gigabytes of wasted space when 

algorithms are run with big files as inputs.  

8.4 VANDERMONDE MATRIXES AND TRAUB’S ALGORITHM 

A Vandermonde matrix is a matrix with a geometric progression in each row 

(Wikipedia, Vandermonde Matrix),  

where  

The following C++ code presents how to create a Vandermonde in  

 

int** createVandermondeMatrix(int n) 

{  

   mat=new unsigned int*[n]; 

   for(int i=0;i<n;i++) 

   { 

      mat[i]=new unsigned int[m]; 

 memset(mat[i],0,sizeof(unsigned int)*m); 

   } 

   for (int i=0; i<n; i++) 

   { 

      for(int j=0; j<m; j++) 

 { 

    mat[i][j]=(j==0?1:mulsInGF256[mat[i][j-1]][i]); 

 } 

   } 

   return mat 



 

 

} 

 
Vandermonde Matrices are invertible due to their special construction, algorithms 

for finding their inverse are faster than structure-ignoring methods(I. Gohberg, 

1997), The algorithm for finding the inverse in general matrices has  however 

using numerical properties Traub and Bjork-Pereyra algorithms achieve an 

asymptotically faster upper bound   in Vandermonde matrices. 

It is mentioned (W. Gautschi, 1988), Vandermonde matrices are ill-conditioned and 

standard numerical stable methods fail to compute the entries of their inverses 

accurately, both Trab and Bjork-Pereyra suffer this condition when operations are 

performed using complex numbers. We will know explain Traub’s algorithm and by 

the end of the section a implementation in C++ is proposed for it. 

This algorithm is proposed in (Traub, 1966) and is able to compute all  entries of 

  in  flops, explanation was taken from (I. Gohberg, 1997) 

 Compute the coefficients  

,  

 For  do 

o Compute  ( , where 

 

 Using these compute  where 

 

 Compute the j-th column , of  

Here is the algorithm’s implementation in , which is a C++ version of the 

original code developed by Alejandro Sotelo. 

void vandermondeInverse(unsigned int* e) 

{  

   unsigned int *ak1=new unsigned int[m+1]; 

   unsigned int *ak2=new unsigned int[m+1]; 

   unsigned int *a=ak1; 

   memset(ak1,0,sizeof(unsigned int)*(m+1)); 

   memset(ak2,0,sizeof(unsigned int)*(m+1)); 

   ak1[0]=e[0]; 

   ak1[1]=1; 

   for (int k=1; k<m; k++) 

   { 

      for (int i=0; i<=k+1; i++)  

 ak2[i]=addInGF256(i>0?ak1[i-1]:0,mulsInGF256[e[k]][i<=k?ak1[i]:0]); 



 

 

 for(int x=0;x<k+2;x++) 

    ak1[x]=ak2[x]; 

   } 

   for (int j=0; j<m; j++) 

   { 

      int p=e[j],q=inv[m-1][j]=1,r=a[1]; 

 for (int k=1; k<m; k++,p=mulsInGF256[p][e[j]]) 

 { 

    q=inv[m-1-k][j]=addInGF256(mulsInGF256[e[j]][q],a[m-k]); 

    if ((k&1)==0) 

       r=addInGF256(r,mulsInGF256[p][a[k+1]]); 

 } 

 for (int k=0; k<m; k++) 

    inv[k][j]=mulsInGF256[inv[k][j]][invsInGF256[r]]; 

   } 

   delete [] ak1; 

   delete [] ak2; 

} 

This function receives a vector e as a parameter which is the first column of distinct 

values in the Vandermonde matrix, additionally  is stored in inv. The 

functions mulsInGF256 and addInGF256, along the process to compute 

invsInGF256 are explained in section 8.2. 

 

8.5 MESSAGE AND ERROR CODES  

In this section we define data types and numerical values for all constants defined 

in chapter 4. 

DATA TYPE SIZE 

Byte 1 byte 

Short int 2 bytes 

Int 4 bytes 

Long 8 bytes 

String Encoded as UTF-16 

Table 38: Protocol data types 

Values in numeric data types must have little endian encoding. 

 

MESSAGE NUMERICAL VALUE 

IDP_MSG_OK 0 

IDP_MSG_REG_INIT 1 

IDP_MSG_REG_REPLY 2 

IDP_MSG_PUP_INIT 3 

IDP_MSG_PUP_REPLY 4 

IDP_MSG_PAD_INIT 5 



 

 

IDP_MSG_PAD_REPLY 6 

IDP_MSG_DCC_INIT 7 

IDP_MSG_DCC_REPLY 8 

IDP_MSG_KEXDH_INIT 9 

IDP_MSG_KEXDH_REPLY 10 

IDP_MSG_KEXDC_INITDC 11 

IDP_MSG_KEX_REPDCP 12 

IDP_MSG_KEX_REPDCP2 13 

IDP_MSG_FPC1_INIT 14 

IDP_MSG_FPC1_REPLY 15 

IDP_MSG_FPC2_INIT 16 

IDP_MSG_FPC2_REPLY 17 

IDP_MSG_FLP_INIT 18 

IDP_MSG_FLP_REPLY 19 

IDP_MSG_OAP_INIT 20 

IDP_MSG_OAP_REPLY 21 

IDP_MSG_FPC2_TF 22 

IDP_MSG_OAP_DOWNLOAD 23 

IDP_MSG_OAP_DELETE 24 

IDP_MSG_DP 25 

IDP_MSG_FPC_IS 26 

IDP_MSG_OAP_GETHASH 27 
Table 39: Messages numerical value 
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